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§ In	February	2018,	the	National	Academy	of	Sciences	and	East	West	

Institute	both	issued	new	reports	on	the	issue	of	encryption

§ The	reports	discuss	privacy	and	security	implications	and	note	that	the	

two	interests	are	not	mutually	exclusive

§ Both	publications	address	the	benefits	of	increased	discussion	and	the	

need	to	forge	a	path	forward,	past	the	“technology	vs.	law	enforcement”	

dichotomy

National	Academy	of	Sciences	&	

EastWest Institute	Reports
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§ 18-month	study	of	the	encryption	debate

§ Committee	on	Law	Enforcement	and	Intelligence	Access	to	Plaintext	

Information	in	an	Era	of	Widespread	Strong	Encryption:

§ 14	members	from	academia,	technology	companies,	think	tanks,	

consultants,	and	law	enforcement

§ Tech	community	representation:	Google,	Microsoft,	Intel

§ Law	enforcement	representative:	Richard	Littlehale,	Tennessee	

Bureau	of	Investigation

§ Chair:	Fred	H.	Cate,	law	professor	and	Senior	Fellow,	Center	for	

Applied	Cybersecurity	Research,	Indiana	University

National	Academy	of	Sciences	Report
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§ Highlights	technologists	ongoing	work	to	develop	a	device-based	solution:

§ Ray	Ozzie,	Microsoft,	former	chief	software	architect

§ Stefan	Savage,	University	of	California	San	Diego,	computer	science	professor

§ Ernie	Brickell,	Intel,	former	chief	security	officer

§ Describes	tradeoffs	of	law	enforcement	access	to	encrypted	content	in	

the	current	technological	landscape	

§ Provides	an	eight-question	framework	for	policymakers	to	consider,	with	

the	objective	of	maximizing	effectiveness	while	minimizing	risks

§ Our	hope	is	that	this	report	and	the	framework	it	presents	will	cut	through	the	

rhetoric,	inform	decision-makers,	and	help	enable	an	open,	frank	conversation	

about	the	best	path	forward.”

- Fred	Cate,	Committee	Chair	

National	Academy	of	Sciences	Report
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1. To	what	extent	will	the	proposed	approach	be	

effective	in	permitting	law	enforcement	and/or	the	

intelligence	community	to	access	plaintext	at	or	near	

the	scale,	timeliness,	and	reliability	that	proponents	

seek?

2. To	what	extent	will	the	proposed	approach	affect	the	

security	of	the	type	of	fate	or	device	to	which	access	

would	be	required,	as	well	as	cybersecurity	more	

broadly?

3. To	what	extent	will	the	proposed	approach	affect	the	

privacy,	civil	liberties,	and	human	rights	of	the	

targeted	individuals	and	groups?

4. To	what	extent	will	the	proposed	approach	affect	

commerce,	economic	competitiveness,	and	

innovation?

National	Academy	of	Sciences	Report:

Evaluation	Framework
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5. To	what	extent	will	financial	costs	be	imposed	by	

the	proposed	approach,	and	who	will	bear	them?

6. To	what	extent	is	the	proposed	approach	consistent	

with	existing	law	and	other	government	priorities?

7. To	what	extent	will	the	international	context	affect	

the	proposed	approach,	and	what	will	be	the	

impact	of	the	proposed	approach	internationally?

8. To	what	extent	will	the	proposed	approach	be	

subject	to	effective	ongoing	evaluation	and	

oversight?



§ Report	created	in	light	of	the	current	“acrimonious”	nature	of	the	

discussion	and	entrenched	stances	

§ Advised	by	EWI Encryption	Breakthrough	Group

§ Representation	from	technology	sector,	law	enforcement,	privacy	

advocates

§ Contributors	spanning	the	United	States,	Europe,	and	India

§ “Encryption	provides	great	benefits	and	presents	challenges,	but	most	

stakeholders	share	common	interests	in	safety	and	security”	

-Bruce	McConnell,	EWI Global	Vice	President

§ “Arguments	are	frequently	made	that	safeguarding	information	privacy	

and	security	are	irreconcilable	challenges,	but	they	can	be	

complementary”

- J.	Michael	Daniel,	President	and	CEO	at	Cyber	Threat	Alliance

EastWest Institute	Report
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3. Commerce

§ Encourage	innovation	and	efficiency

§ Market-led	policies	for	stronger	and	user-

friendly	encryption

§ Benefit	of	little	limitation	on	country	of	origin

4. Privacy	and	Other	Human	Rights

§ Protect	citizens	and	dissidents	from	power	of	

authoritarian	regimes

§ Encryption	as	a	tool	to	protect	human	rights,	

right	to	privacy,	and	freedom	of	opinion	and	

expression

EastWest Institute	Report:

Common	Interests	Frame	the	Debate
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1. Cybersecurity

§ Security	of	digital	information

§ Confidentiality,	integrity,	availability

§ Increase	trust	in	transactions	and	data	

security

2. Law	Enforcement	and	Public	Safety

§ Law	enforcement	access	to	digital	

information	

§ Crime	prevention,	detection,	

investigation	prosecution

§ Also	holds	an	interest	in	cybersecurity



1. Balance	Principle:	important	to	find	balanced	solutions

2. Do-No-Harm	Principle:	minimize	adverse	effects	and	unintended	

consequences

3. Proportionality	Principle:	proportion	of	adverse	effects	to	anticipated	

gains	should	be	weighed

4. Transparency	Principle:	greater	transparency	will	increase	accountability	

and	public	trust

5. Holistic	Approach	Principle:	recognize	that	encryption	is	not	the	only	

concern	for	law	enforcement

6. Forbearance	Principle:	need	for	debate	about	balanced	limits	and	

standards	on	harnessing	new	collection	approaches

7. Culture	Principle:	take	into	account	differing	cultural	values	and	existing	

laws

EastWest Institute	Report:	Principles
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7. With	Internet	of	Things,	there	are	increasing	data	

streams	available	as	potential	sources	of	information	

for	law	enforcement,	but	plaintext	remains	essential.

8. Encryption	is	not	the	only	barrier,	as	data	may	be	in	

unfamiliar	formats,	outside	jurisdiction,	or	ephemeral.

9. Any	technical	means	that	provide	lawful	access	

increases	risk	that	criminals	will	exploit	these	means.

10. ICT	product	and	service	provers	should	be	treated	

more	like	telecommunications	companies	than	

traditional	manufacturers	in	the	security	context.

11. Giving	law	enforcement	unrestricted	lawful	access	may	

lead	to	abuse.

12. National	encryption	policies	have	international	

ramifications.

EastWest Institute	Report:	Assumptions
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1. No	single	solution	will	solve	all	problems.

2. Without	enacted	policy,	law	enforcement	will	continue	

to	innovate	and	seek	plaintext.

3. Democratic	regimes	can	devise	effective	encryption	

policies	that	reduce	risk	of	abuse	while	providing	

access	to	law	enforcement	in	some	cases	(but	not	risk-

free	or	costless).

4. Human	rights	cannot	be	protected	if	law	enforcement	

is	ineffective.

5. Encryption	is	a	serious	practical	barrier	to	law	

enforcement’s	ability	to	investigate	crimes.

6. Role	of	encryption	in	data	protection	will	increase.



EastWest Institute	Report
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§ Proposes	2	regimes	that	could	enable	law	enforcement	to	access	encrypted	data	in	

limited,	legally-authorized	cases:

§ “Lawful	Hacking”

§ “Design	Mandates”

§ Provides	9	recommendations	for	policymakers:

EastWest Institute	Report

1. Strong	Cybersecurity

2. Balanced,	Transparent,	Risk-Informed	

Regimes

3. Systemic	Improvements

4. Clear	Rules	on	Compelled	Provider	Assistance

5. Limitations	on	Lawful	Hacking

6. Limitations	on	Design	Mandates

7. Comprehensive	Vulnerability	Management

8. Minimize	Data	Localization

9. Periodic	Review
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Apple	and	Smartphone	Encryption

Source: https://www.apple.com/privacy/government-information-requests

In	September	2014,	Apple engineered	its	new	

mobile	operating	system,	iOS	8,	so	that	it	can	

no	longer	assist	law	enforcement	with	search	

warrants	written	for	locked	devices.

Apple	and	Google’s	operating	

systems	run	a	combined	99.3%	of	

smartphones	worldwide.

Google,	maker	of	the	Android	

operating	system,	quickly	

announced	plans	to	follow	

suit.

https://www.apple.com/privacy/gover

nment-information-requests

Source: http://officialandroid.blogspot.com/2014/

10/a-sweet-lollipop-with-kevlar-

wrapping.html

Source: http://www.idc.com/prodserv/smart

phone-os-market-share.jsp
Source: 

As	of	January	18,	2018,	93	percent	of	all	Apple	devices	are	running	iOS	10	or	newer.
Source: https://developer.apple.com/support/app-store
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Pre-iOS	8:	Real	Crimes,	Real	Victims

Many	perpetrators,	particularly	those	who	commit	sexual	offenses,	take	photos	and	videos	of	

their	acts,	and	store	them	on	smartphones	and	computers.

Before	Apple’s	September	2014	change,	crucial	evidence	was	obtained	from	smartphones.

Homicide:	People	v.	Hayes	(Pre-iOS 8)

Indictment	04451/2012,	New	York	State	Supreme	Court

An	individual	was	recording	a	video	on	an	iPhone	when	the	defendant	

fatally	shot	him.	The	video	was	used	at	trial	to	corroborate	eyewitness	

testimony.	The	shooter	was	convicted	of	murder	at	trial	and	sentenced	

to	35-years-to-life	in	state	prison.	If	the	phone	had	been	encrypted	and	

no	one	alive	knew	the	passcode,	the	evidence	would	be	lost.
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Criminals	are	aware	of	the	protection	afforded	by	their	

encrypted	devices.

A	defendant	in	custody	for	a	serious	felony	told	a	friend	on	a	recorded	jailhouse	call	that

“Apple and Google came out with these softwares that

can no longer be encrypted [SIC] by the police.”

He	continued,	“If	our	phones	is	running	on	the	iO[S]	8	

software,	they	can’t	open	my	phone.	That	might	be	

another	gift	from	God.”
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At the Manhattan DA’s Office alone, more than 1,675 iPhones

lawfully-obtained since 2014 were inaccessible when they were

seized.

Since 2014, over 73% of all Apple devices received by our digital

forensics unit was locked.

These devices represent hundreds of real crimes against New Yorkers

that cannot be fully investigated, including cases of homicide, child sex

abuse, human trafficking, assault, cybercrime, and identity theft.
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Received	Locked	Devices	by	Crime	Type

§ 7%	Homicide/Attempted	Murder

§ 7%	Sex	Crimes

§ 16%	Assault/Robbery/Burglary
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Measuring	the	Effect	of	Encryption	on	Cases

Question:	What	was	the	impact	of	inaccessibility	of	the	device?

§ 37.67% hindered	or	disrupted	an	

ongoing	investigation

§ 24.16% hindered	the	ability	to	

identify	a	co-conspirator
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Value	of	Ability	to	Access	Devices

Question:	What	was	the	impact	of	the	ability	to	unlock	the	device?

§ 51.14% provided	additional	

evidence

§ 17 cases	where	evidence	on	a	

locked	phone	ultimately	

exonerated	and/or	mitigated	

the	culpability	of	a	target	or	

co-defendant
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Value	of	Ability	to	Access	Devices

MURDER

- “This	was	a	murder	prosecution.		Phone	evidence	provided	(1)	motive	for	crime,	(2)	

partial	admission	to	crime,	(3)	ability	to	conduct	full	investigation	into	potential	

cooperator	before	signing	agreement.”

- “Phone	contained	admissions	by	defendant	that	he	possessed	a	firearm	days	before	

the	shooting	murder.		Phone	showed	D	efforts	to	hide	following	the	crime.		Phone	

connected	D	to	the	individuals	captured	on	video	with	the	murderer	at	the	time	of	the	

crime.”	
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Value	of	Ability	to	Access	Devices

SEX	CRIMES	&	CHILD	PORNOGRAPHY

- “From	the	defendant's	phone	we	obtained	3	videos	which	constituted	CP	and	we	brought	a	new	

indictment	charging	him	with	Promoting	a	Sexual	Performance	by	a	Child,	Use	of	a	Child	in	a	Sexual	

Performance,	Possessing	a	Sexual	Performance	by	a	Child,	and	Unlawful	Surveillance.

These	videos	were	also	strong	corroboration	of	the	CW's	narrative	in	which	she	described	the			

defendant	entering	her	bedroom	at	night	and	raping	her since	the	videos	were	all	filmed

during	the	night,	in	her	bedroom,	while	she	was	sleeping	and	unaware.”

FRAUD

- “We	found	audio	recordings	on	the	phones	that	supported	our	charges	that	the	defendant	was	

intentionally	manipulating	her	victim	through	fraud	and	deceit.”
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Value	of	Ability	to	Access	Devices:	

Exoneration	/	Mitigation
- “Phone	corroborated	owner's	statement	that	he	had	not	been	present	when	shots	were	fired”

- “Corroborated	defendant's	statements	that	he	was	not	present	at	the	time	of	the	crime	in	a	one	

witness	identification	case”

- “The	information	in	this	decedent's	phone	demonstrated	that	he	died	of	a	voluntary	drug	

overdose.”

- “One	video	depicts	defendant	using	PCP	on	night	of	murder,	which	is	consistent	with	defense	

theory	of	NGRI”
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Measuring	the	Effect	of	Encryption	on	Cases

- “Defendant	is	seen	using	his	phone	immediately	after	the	charged	murder.		Phone	may	have	contained	

admissions	going	to	defendant's	state	of	mind	and	his	justification	defense.”

- “Defendant	and	2	others	are	alleged	to	have	entered	the	victim's	apartment	and	robbed	him	at	

gunpoint.		Our	inability	to	access	the	contents	phone	prevents	us	from	seeing	who	he	was	in	contact	

with	before,	during,	or	directly	following	the	offense.		While	we	can	subpoena	phone	records,	there	is	

no	other	means	to	access	text	information	or	internet	based	communications	such	as	FaceTime,	

WhatsApp,	Facebook	Messenger	calls,	etc.”

- “Case	investigated	by	sex	crimes	as	unlawful	surveillance,	it	was	reduced	to	a	misdemeanor	because	

we	could	not	access	the	phone.”	
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